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September 30, 2012

MEMORANDUM FOR: Distribution

| LD
FROM: Catrina D. Pur\

NESDIS Chief Information Officer ( Aclmg)

SUBJECT: Issuance of Updated NESDIS Information Technology
Security Policiesand Procedures

Thisistoannouncetheissuanceoftenupdated NESDISpublications forimplementing effective,
compliant,and consistentinformation technology (IT)security practiceswithin NESDIS. These

documents highlight the specific steps necessary to ensure effective NESDIS implementation.
Specifically issued under this memorandum are the

1. NESDIS Federal Information Processing Standard 199 Security Categorization
Policy and Procedures, v3.0;

2. NESDIS Plan of Action and Milestones Management Policy and Procedures, v2.0;

3. NESDIS Policy and Procedures for Determining Minimum Documentation
Requirements for System/11lerconnections,v2.1;

4. NESDIS Contingency Planning Policy and Procedures, v2. 1;

5. NESDIS Policy and Procedures for Ensuring Security il1 NESDIS IT
Systems and Services Acquisitions, v2. 1;

6. NESDIS Security Assessment Report Policy and Procedures, v2.0;

NESDIS Federal Information Security Management Act (FISM A) Inventory
Management Policy and Procedures, v2.0;

8. NESDIS IT Security Training Policy and Procedures, v2.1;
9. NESDIS Continuous Monitoring Planning Policy and Procedures, v2.1; and the

10. Practices for Securing Open-source Project for a Network Data Access Protocol
Server Software 011NESDIS Information Systems, v3.1.

These publications are part of the NESD IS-wide effort to maintain and enhance its foundation
of NESDIS ITsecurity policies and implementation practices that align with the latest
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Department of Commerce and NOAA policies, requirements, and standards. | wish to thank
all who contributed reviewing and commenting on the drafts prior to publication to ensure
that they are complete, current,and meaningful. These documents will be posted to the Chief
Information Division's Web site at https://intranet.nesdis.noaa.gov/ocio/it security/hand
book/itsecurityhandbook .php. If you have any questions, please contact the NESDIS IT
Security Officer, Nancy Defrancesco, at Nancv.DeFrancesco@ noaa.2ov or phone (301) 713-
1312.
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FISMA INVENTORY MANAGEMENT POLICY AND PROCEDURES

Record of Changes/Revisions

Version Date Section Author Change Description
0.1 8/14/2009 | All Noblis Initial Draft
0.2 9/15/2009 | All ITSO Update for ITSO comments
0.3d 1/30/2010 | 7.1, 7.2,_ ITSO Update for IRMT Security Team
Appendix B comments
0.4d 7/14/2010 | Header/footer | ITSO Remove FOUO markings
1.0 8/20/2010 | All ITSO Finalize and prepare for issuance
11 4/19/2012 [ All ITSO Support Biennial Update
Staff
2.0 9/28/2012 | All ITSO Finalize and prepare for ClO issuance
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1.0 Background and Purpose

2.0

The Federal Information Security Management Act (FISMA) requires that agencies
establish an inventory of major information systems to support FISMA activities. The
FISMA Inventory is used to track security information for all systems. Appendix F of the
Department of Commerce (DOC) IT Security Program Policy (ITSPP) provides the DOC
policy for management of the FISMA Inventory. DOC uses the Cyber Security
Assessment and Management (CSAM) tool to manage the FISMA inventory across the
Department. CSAM provides a DOC enterprise-wide view of security for all systems.

This policy and procedures document prescribes the implementation requirements to
comply with the DOC ITSPP for the National Environmental Satellite, Data, and
Information Service (NESDIS) and establishes NESDIS-specific FISMA Inventory
Management Policies. It additionally provides detailed procedures for managing the
FISMA Inventory within CSAM.

Scope

The scope of this document is limited to providing NESDIS-specific policies for managing
the FISMA Inventory. It establishes responsibilities and provides associated step-by-step
procedures for how each NESDIS System Owner (SO), Information System Security
Officer (ISSO), and Information Technology Security Officer (ITSO) must use CSAM to
manage the FISMA Inventory.

3.1 Roles, Responsibilities, and Coordination

3.2 NESDIS Assistant Administrator (AA)

The NESDIS AA serves as the Chief Executive Officer with overall responsibility to
provide information security protections commensurate with the risk and magnitude
of harm (i.e., impact) to organizational operations and assets, individuals, other
organizations, and the Nation resulting from unauthorized access, use, disclosure,
disruption, modification, or destruction of: (i) information collected or maintained by
or on behalf of the agency; and (ii) information systems used or operated by an
agency or by a contractor of an agency or other organization on behalf of an agency.

3.3 Chief Information Officer (CIO)
The NOAA Assistant CIO for Satellite and Information Services establishes and
oversees the NESDIS-specific continuous monitoring program and advises executive

leadership regarding the security risk associated with continuous monitoring results
reported.

3.4 Information Technology Security Officer (ITSO)
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The ITSO performs oversight of and ensures compliance with the NESDIS FISMA
Inventory management policies and CSAM procedures established by this document.
The ITSO may delegate oversight responsibilities to other NESDIS CID personnel.

3.5 System Owner (SO)

The SO is responsible for maintaining FISMA Inventory data for systems under their
purview. Some NESDIS, National Oceanic and Atmospheric Administration
(NOAA), and DOC personnel have direct access to the information and will review it
without notice. The SO is responsible for ensuring the information is accurate and
current.

3.6 Information System Security Officer (ISSO)

The ISSO is responsible for assisting the SO with the maintenance of FISMA
inventory data. If directed by the SO, the ISSO must ensure the information is
accurate and current.

4.0 Management Commitment

The NESDIS Chief Information Division (CID) supports the NESDIS Assistant
Administrator’s (AA) strong emphasis on securing NESDIS information and information
systems. Through the issuance of this guidance, the NESDIS CID demonstrates its

commitment to identifying policies and procedures for managing the FISMA Inventory in a
consistent and cost-effective manner.

5.1 Compliance

The NESDIS ITSO monitors — through periodic quality reviews and monthly performance
metrics — management of the CSAM FISMA Inventory within NESDIS to ensure
compliance with applicable laws, directives, policies, and guidance. The ITSO reports
monthly to the AA, and to the Chief Information Officer (CIO) and Office Directors as
necessary, but at least monthly, regarding compliance. The AA, CIO, and/or Office
Directors may initiate actions as necessary to correct reported deficiencies, including
reallocation of resources to improve implementation of security practices, or removal of an
individual from their role as AO, SO, ITSO, or ISSO.

5.2 References
e DOC ITSPP section 4.12.1 (January 2009)
6.1 Policy

As required by DOC ITSPP section 4.12.1 and ITSPP Appendix F, NESDIS SOs shall
establish and update semi-annually, system identification information and status of the
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performance of security requirements in the CSAM tool. The NESDIS ITSO shall monitor
the completeness and accuracy of FISMA inventory data maintained by SOs.

6.2 Policy Maintenance

The NESDIS ITSO shall review this policy and procedures bi-annually and update as
necessary to reflect implementation challenges and new requirements. All updates to
this policy shall be subject to a NESDIS-wide vetting process providing an opportunity
for stakeholders to comment on the programmatic implications of updates.

6.3 Policy Feedback Process

NESDIS personnel are encouraged to notify the ITSO via e-mail
at nesdis.it.security@noaa.gov regarding any errors found in the document or other
clarifications or updates that are required.

6.4 Policy Effective Date

This policy is effective within 30 days of issuance.

7.0 FISMA Inventory Procedures

According to DOC policy FISMA Inventory data will be maintained in CSAM. System
FISMA Inventory data is contained in the General, Info Types (Information Types),
Locations, Interfaces, POCs (Points of Contact), and Status screens of CSAM (see section
7.2).

The SO must ensure that information for systems in development is added to the FISMA
Inventory in CSAM according to the procedures outlined in section 7.1. The minimum
information required for development systems is identified in Table 3 CSAM FISMA
Inventory Data Requirements of Appendix A. FISMA Inventory information for the system
must be maintained throughout its lifecycle, as described in the remainder of this section.

The SO must review and update FISMA Inventory data in the Status screen according to the
frequency and schedule prescribed in Table 4 CSAM Security Status Update Guide of
Appendix B. In general, these updates must be performed in CSAM on or before a security
activity is due for completion. This is because some NESDIS, NOAA and DOC personnel
have direct access to the information and will review it without notice. In addition, timely
reporting will prevent those security activities that are tracked for the CID monthly and
support the OMB Exhibit 300 process (see Table 5 Reference for OMB Exhibit 300s -
Security and Privacy Tables of Appendix C) from being flagged as non-compliant as a result
of reporting delays. The SO must allot time in associated schedules (e.g., A&A project
schedule) to ensure that security status reporting occurs as required.
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The SO, must review and update, as needed, FISMA Inventory data contained in CSAM
screens for describing the system, identifying responsibility and specifying interconnections.

These include the General, Info Types, Locations, Interfaces, and POCs screens (see section
7.2). Reviews and updates will occur quarterly and according to the schedule outlined in
Table 1 below. Update procedures and field requirements are in section 7.3 and Table 3
CSAM FISMA Inventory Data Requirements of Appendix A.

The NESDIS CID will perform a quality review of all FISMA Inventory data on a quarterly
basis. Review procedures are outlined in section 7.4. The review schedule is contained in
Table 2 NESDIS CID FISMA Inventory Review Schedule of that section.

Table 1 FISMA Inventory Update Schedule (System Description, Responsibility and Interconnections Only)

voma | o ey o
1 November

2 February

3 May

4 August

Appendix B identifies what artifacts are required for each security related activity listed in
the CSAM Status screen. Artifacts must be uploaded within 10 business days from the time
a security activity is completed. Procedures for uploading artifacts are described in section

7.3.7.1. The SO must include time in project schedules (e.g., A&A project plan) to ensure
artifacts are uploaded to CSAM as required.

7.1 Adding a System to the FISMA Inventory

Follow the steps below to request the addition of a system to the FISMA Inventory:

Step 1. The SO, or authorized delegate, will discuss with the NESDIS ITSO the need to
add a system to the FISMA Inventory. If agreed that a new system is warranted,
the NESDIS ITSO will provide the SO a form to complete and within five
business days of receiving the completed form, will issue a memo to NOAA
OCIO requesting that the system be added to CSAM.

Step 2. The SO, or authorized delegate, will then send the completed request
form to the NESDIS IT Security Team at nesdis.it.security@noaa.gov.
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Step 3. The NESDIS ITSO will send the form with request memo to the CIO (with

courtesy copy to the NOAA OCIO IT Security Director).

Step 4. The NESDIS ITSO will notify the SO upon receipt of the confirmation from

NOAA OCIO that the system has been added to the FISMA Inventory in
CSAM.

The SO, or authorized delegate, will have 10 business days to complete Steps 5
and 6.

Step 5. Review and update as needed the system information added by the NOAA

OCIO (see Table 3 CSAM FISMA Inventory Data Requirements of Appendix
A for field requirements).

Step 6. Complete remaining updates associated with the new system record according
to Table 3 CSAM FISMA Inventory Data Requirements of Appendix A.

7.2 Locating FISMA Inventory Data

FISMA Inventory data in CSAM is contained in multiple screens associated with each
system.

Follow the steps below to locate FISMA Inventory data in CSAM:

Step 1. Select SSP Contents in the top menu.

MTEST SERVER!!

C'S‘Web Pser: Nadine Haddad LogOut Tasks Cuslom Queries Hel
Hnm'SSF‘ Cumem’ POAMSs
RTM Audit Reminders
The following list shows S5Fs that map require an adjustment fo the current RTM Selecfion Factors.
Mone

SSP Status Reminders

Accreditations Expiring in 31 - 60 Da

z Accreditations Expiring in 61 - 90 days
Mone SSP Status Exp Date SSP

Status Exp Date
MNOAA - NOAASDDT - Mational Climatic Data Center  ATO  B/B8/2003 MOAA - NOAASD32 - Wallops Command and Data ATO  BA22/2009
Local Area Network Acquisition Station Administrative Local Area

Metwark

MOAA, - NOAASD0E - Headguarters Information ATD B2772009
Technology Support Local Area Metwork
POAM Reminders
Late I for ] | e
Org SSP POAM Title POAM ID Status SCD Days Assigned To: Exclude from OMB
MOAL NOAAS0E - Headguarters Information Technology Support Local Area Metwark MNOAASOOE; AC-4, CA-3 and 32658 Delayed 12/1/2007 506 Charles MacFarland No
MOAA NOAAS0Z2S - Search and Rescue Satellite Aided Tracking MNOAASDZ3-2008-49; Mot Ful 27303 Delayed 73172008 -263 Ajay Mehta Mo
MAAA NOAASNAS - MOAA Frdrnnmeantal Gatallite Prorassing Canter NMAARNASINNT-A1 ANMLET 2R1GR Melavar RNGING AN Kathy Kalle Nn

a. If you have more than one system in your SSP list, select the system SSP for
which you would like to review FISMA information.
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INTEST SERVER!!

CSAN C&A Web +Jser: Nadine Haddad  Log Out Tasks Custom Glueries Hel,

Home S5P Contents Assessments POAMS Reports

S8P: NOAASHO3 - Geastatienary Operational Envirenmental Satellite Ground Sysiem Comments

SSP List General Info Types Locations Interfaces Marratives Appendices POCs Adifacts RTMW Status Tools

electan Org: [ 8 -] Operational Status: | A1 | ATO Status: | &1 | SSP Hame wildcard: | Add SEP

Agency ATO Contractor FISMA
SSP Name Org  SubOrg Cl/Key Critical PIl Financial Type Cateqgory Status ATO Status Expires System Reportable Dashboard
MOARSO0T - Central Environmental MOAS  NOAS [l [l [} [l Wajor App High Retired Mot Started 8772009 [} [l

Satellite Corn tern / Satellite

MOASA  NOAA Major App High Operational ATO 5£30/2011

=l

NOAA  NOAA

=

= Wajor App High Operational ATO 373072010
Acquisition - Data Collection System

NOAASODE - Headguarters Information NOAA  NOAA
Technology Support Local Area Network

MNOAASONS - Fairbanks Cormmand and MOASA  NOAA
Data Acquisition Station Administrative

Local Area Metwork

NOAASO0S - National Climatic Data NOAA  NOAA
Center Local Area Metwark

NOAASOTO - Mational Oceanographic NOAA  NOAA
Data Center Ocean Data Archive and

Management System and Network

MOAAS01TT - Mational Geophysical Data NOAA  NOAA ] ] | ] G55 Moderate Operational ATO 14232010 [} 2
Center Data Archive W and

User Systern

MOAASOE - Intecrated Program Office MOAA  NOAA T ] ] ] Maior Apn Hiah Overational ATO 1142010 ] =

GSS Moderate Operational ATO Bf27 72009

H H| =N

H H| =N

H| H| =[N

H H| =N

H| H| =[N
=l

GSS Moderate Operational ATO 972972011

=

—|
.
4
.

Major App Moderate Operational ATO B/8/2009

3
=

-|
-
4
-

G55 Moderate Operational ATO 9572010 [} &

Step 2. Select the FISMA Inventory data you want to view:

a. General: Displays a summary of information entered for a system, including
some information contained in other screens (e.g., Data Types screen).

b. Info Types: This screen will display a complete list of data types and
associated security impact levels for Confidentiality, Integrity, and
Availability. The Data Types must match the formal FIPS 199 categorization
of the system. It is possible to add multiple data types to the list as well as
edit or delete data types.

c. Locations: This screen lists the physical locations where a system is operated
or accessed. It is possible to add multiple locations to the list as well as edit or
delete location records.

d. Interfaces: This screen lists all interconnections a system has with other
systems. It is possible to add multiple interconnections, remove listed
interconnections and attach any interconnection agreements and/or
memorandums of understanding (MOUSs).

e. POCs: This screen displays a list of key points of contact for a system,
minimally the AO, SO, and ISSO.

f. Status: This screen displays key information about the security status of a
system.
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INTEST SEF
SAM CdA H:E-‘f} User: Madine Haddad Log Owt  Tasks Custe

Home 55F Contents Assessments POAMs Reports

ssP: No()03 (o)psiai( )y Opd(gYpnal Environmenial Satf(¢) Ground System ()

ooF List General Info Types Locations Interfaces Marratives Appendices POCs Arifacts RTM Status”

Welact on Org: |.édl | Operational Status: | & =| ATOStatus: | & =] 3P Mame wild
Agency

S5P Name Org  SubOrg Cl/Key Critical PIl Financial Type

NOASS001 - Central Environmental MOAS  MNOAS [T | | | Majar Ap

Satellite Computer Svstem f Satellite

7.3 Updating FISMA Inventory Data

To locate each screen in the FISMA Inventory, see section 7.2. Requirements for
updating the General, Info Types, Locations, Interfaces, POCs and Status screens are
outlined in Table 3 CSAM FISMA Inventory Data Requirements of Appendix A.
Please note that one must have the Primary Author role in order to make updates to
each screen. Consult the supplementary document Getting Started with the Cyber
Security Assessment and Management (CSAM) Tool for a discussion of CSAM roles.

7.3.1 General

Follow the steps below to begin making changes to the General screen:

Step 1. Select the Edit link in the top left corner of the screen.
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ITEST SERVER!!
CSAM C&ed Web Pser: Nadine Haddad  Log Out  Tasks Custor Queries Help
Home S5F Contents Assessments POAMs Reports My Account

ISSP: NOAASHD

Comments

SSP List General Info Types Locations Interfaces Marratives Appendices POCs Astifacts RTM Status Tools

General Information
{ Edit

SSP Name: NOAASOD Computer System

Component: NOAA (NOA~) Sub Org: NESDIS Office:

() - Alternate Inventory ID:

CSAM ID: 1164

|Address: City:  State: Zip Code: Country:

System Category: High  System Type: Major Application  Operational Status: Retired  Financial System: Non-Financial
Infrastructure: [~ Agency Mission Critical: I~

Contractor System: [

FISMA Reportable: I7  Critical

IATO Type: Mot Started ATO Date: 8/17/2006 ATO Expiration: 8/17/2009

™ Unclassified

¥ Sensitive but Unclassified (SBU) ™ Confidential ™ Secret 7 Top Gecret [ SCI

™ Persanally Identifiable Information

OMB Exhibit:

UPI Code: 008-48-01-12-01-5205-00

Investment Name:

Portfolio:

Current FY Funding:

Next FY Funding:

Step 2. Enter required information into the form (see Table 3 CSAM FISMA Inventory Data Requirements

of Appendix A).

Step 3. Exit with or without saving changes.

a. Select Cancel to exit without saving changes.

b. Select Update to exit and save changes.
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TEST SERVER!!!
CSANM C A Teb +Jser: Nadine Haddad  LogOut Tasks Custom Queries Hel,
Horne SSP Caontents Assessments POAMs Reports My Account
AA500. Comments

General Information

MOLRE0D Computer System
SSP Name:

Acronym:

Org: [NOaA =] Sub org: [NESDIS =]

|Alternate l—
Inventory D

Component:

Ofﬁce:l
Address:
City: | State: j
Zip: | Country:
System Type:lMa]DrApphcatmn j Operational Status: | Fetired j Financial Sysienl:lNon—Fmancml j Contractor System: [ FISMA Reportable: [/ Critical Infirastructure: I

Agency Mission Critical: [~

OMB Exhibit
UPI Code: 008-48-01-12-01-5205-00]

Investment Name:

Portfolio:

Current FY Funding:

Next FY Funding:

Additional System Data ltems

I'TEST SERVER!!!
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7.3.2 Info Types

Follow the steps below to add an information type:

Step 1. Select the Add link in the top left corner of the screen.

MTEST SERVER!!
CS*]M C(H WFb ser; Nadine Haddad - Log Out - Tasks Custom Gugries m
e S5P Cantents Assesements POANS Repors My Account
S87: NOAASH0 Corrents
SoP List General o Types Locations Intedaces Nanaives Appendies POCs Arfacts RTM Status Toals

D

@ Information Type Confidentiality (gt ) Inteqrity (Hh) Availability (sign ) Classification
Edt  Other High High Hifh il Delte
(Recommendzd--2) (Low] (Low) (Low)
Confirdentially, Intagriy, and Avallbily biased on system Impect level imported fom ivenon data call
s
TEST SERVER!

10
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Step 2. Perform the following actions to add the information type:

a. Select a business area.
b. Select an information type.
Note : Confidentiality, Integrity, and Availability impact levels

will be automatically defined based on the selected business area
and the information type selected (see “2c” in the figure below).

Step 3. Explain any modifications to the default Confidentially, Integrity and Awvailability values in the
“Explanation” field.

Step 4. Exit with or without savings changes.

a. Select Cancel to exit without saving.
b. Select Insert to save all changes and exit.

INTEST SERVER!!

WSAM Cded Web +Jser: Nadine Haddad ~ Log Out  Tasks Custorn Queries Hel|
Horme S5P Contents Assessments POAMs Reports Mly Account
SSP: NOAASeH Commants

SEP List General Info Types Locations Intefaces MNarratives Appendices POCs Artifacts RTM Status Tools

@

lAdd New Information Type for SSP System: NOAASHD,

Business Area: |EnvwronmentalManagement

Information Type 2b nwironmental Monitoring/Forecasting

Confidentiali Integrity Classification

Selected: Lowe - Moderate = Low ~ Unclassified =
Recommended: Low Modarats Low
Explanation: @
Inseﬂ_“I Cancel‘@

v ol M and Fi valves the abservation and prediction af environmenial conditions. This includes b the monitoring and forecasting of water guality, water level:
ice sheets, air qualily, lated and non- lated ewnissi as well as the ohsarvation and prediction af weathar patierns and conditions. The following provisional securitycaiegorization i

for the env and forecasting information fype: Security Category = {{ronfidentiality, Low), fintegrity, Moderate), favaiiability, Low)} Confidentiality The

confideniiality impaci level is the effect af od df e af envi i and fou ing information on the ability of responsible agencies to cbserve and predict
22V cond . The o af unauthorized disclosure af most envirommental moniloring informaiion are unlikely io have a serious adverse affect on agency operalions.

Special Factors Affecting Confidentiality mpact Determination: The most serious adverse gffects are licely to invalve exposure of information that is proprietary to an arganization or resuit
damaging publiciiy for an organization. [ Unauthorized disclosure af some information can have ssrious economic impact on bath individual companies and the broader market place. The
e o5 qf stch una: od d o5 may have an adverse affect on public canfidence in the agency. ] in such cases, the potential confidentiality impacts may be at least moderate.
Recommended Confidentiality Impaci Level: The provisional confidentiality impact level  for most env, and forecasting informaiion is low. Iniegrity The
sutegrily impact level is based on ithe specific mission and the data supporiing thal mission, noi or the time required to deiect the modification or desiruction of information. The consequence
af unauthorized modification or destruction of exvironmental monitoring information and forecasting can be serious if the public iz exposed to harmpul emissions, polluted water, etc. Special
Factors Affecting Integrity Impact Datersination: Unauihorized modification or destruction of information affecting external communications (e.g., web pages, elactronic mail) may adverse
affect operations and public confidence in the agency, bui also the agency nussion. In some cases, unauthorized modification or destruction of information can resuit in loss of human e - o
poiential. Integrity Impact Level: The provisional integrity impact level for envi) itoring and forecasting information is moderate.
| Avaslability The availabiliiy smpact level is based on the specific mission and the data supporiing thal mission, noi or the time required to re-esiablish access to environmental moniioring an
| forecasting information. Except for cases of emergency bulleting necessary fo correct exisiing threais to public safety, the nature of environmental monitoring and forecasting processes is
usually tolerant of reasonable delaye. Recammended Availability Impact Level: The provisional availability impact level recommendesd for exvironmenial monitoring and forecasting
informaiion is law.

MTEST SERVER!!
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Step 5. If a new information type is added, it will appear in the Information
Types list as shown in the figure below.

a. To remove the record, select Delete.

b. To modify an existing record, select the Edit link that corresponds
with that record.

INTEST SERVER!!

CSAM C&A Web +Jser: Nadine Haddad  Log Owut  Tasks Custom GQueries Hel,
Home 3P Contents Assessments POAMSs Reports My Account

SSP: NOAASOO

_ ) Comments
SSP List General Info Types Locations Interfaces Marratives Appendices POCs Artifacts RTM Status Tools
Information Types
NOAA
@ b ‘rmalion Type Confidentiality (High ) Integrity (High ) Availability {High ) Classification l
Edit ironmental Monitoring/Forecasting Low Moderate Low SBU Delete a
Recommended---=) (Laow ) (Moderate ) (Low )
Edit Other High High High SBU Delete
(Recommended---=) (Low ) (Low ) (Low
Confidentiaity, Integrity, and Availability based on system impact level imported from inventory data call
results.

HTEST SERVER!!

Step 6. Make any necessary changes to information in the form.
Step 7. Exit with or without saving changes.

a. Select Cancel to exit without saving changes.

b. Select Update to exit and save changes.
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MTEST SERVER!!

Pser: Nadine Haddad  Log Out Tasks Custorn Queries

CSAM C&ed Web

Home SSP Contents Azzessments POAMs Reports

My Account

ISSP: NOAASHH
S5P

Comments

sneral Info Types Locations Intefaces Marratives Appendices POCs Adifacts RTM Status Tools

Informnation Types

pdate  E. { Mo Fo ing Confidentiality Integrity Availabili Cl ifi
Recommended Levels -—>Low Woderate Lows
Cancel
Low j |Mud9ra|9 ﬂ Low j SBU ﬂ
lain when different than recommendations
Edit Other High High High SBU Delete
(Recommended-—>) (Low ) (Low ) (Low)

Confidentiality, Integrity, and Availsbility based on system impact leve! imported from inventony data cail
resus,

UITEST SERVER!!
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Saved changes will appear in the “Information Types” list as shown in the
figure below.

ITEST SERVER!!
CS'W C(H Wf’b sar: Nadine Haddad  Lon Out Tasks Custom Gusries m
Home 5P Contents Assessments POAN Repars My Accoul
SSE: NOA4300 o ‘ Conments
S5P List General nfa Tyzes Locations tefaces Namatves Apendices POCs Adiacts RT Status Toole

Infortation Types

HOARTOD
A Information Type Confidentialty (igh ) Integity (Hn | Availabiiy (tih) — Classffication ‘
Eit Endronmental Monitoring Forecastng Low Hoderste Low il Delle
(Recormendzd-2) (Low) (Magerats | (Low)
Bt Other Hig High High B Do
(Recommended-| (Low) (Low) (Low)
Corfdsetalty, Inegrly, and Avatabil based on syslem impsct vl ported fom inventoy dta ca)
reslis
ITEST SERVER!!
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7.3.3 Locations

Follow the steps below to add a location:

Step 1. Select the Add link in the top left corner of the screen.

!'TEST SERVER!!

(CSAM C&A Web +Jser: Nadine Haddad  Log Out  Tasks Cuslom Queries Help
Home S5P Contents Assessments POAMs Reports My Account

SSP: NOAASH). Cormmerts

S3P List General Info Types Locations Interfaces Marratives Appendices POCs Adifacts RTM Status Tools

Operation Locations
NOWAS00"
|Im, Location Name Address
M NOAA Satellite Operations Facility (NSOF) 4231 Suitland Rd Delete
City: State: ZIP: Country:
Suitland WD 20746 uz

Other Information:

HITEST SERVER!!

Step 2. Enter the Location name, Street Address, City, State and Country into the form.
Step 3.  Exit with or without saving changes.

a. Select Cancel to exit without saving changes.

b. Select Insert to save changes and exit.

14
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CSAM C'&ed Web

FS&[: Nadine Haddad  Log Owt  Tasks Custom Queries

Home SSP Contents Assessments POAMs Reports

My Account

SSP: NOAASR

Cornmer

SSP List General Info Types Locations Interfaces harratives Appendices POCs Adifacts RTh Status Tools

\Add Operaiing Location to this SSP for Systam: NOAA500.

Location:

Street:

City:
State:
ZIP:
Country:

Other Information:

InsBrt Cance\@

Step 4.
below.

a.

HITEST SERVER!!

To remove the record, select Delete.

If a new record was added, it will appear in the Operation Locations list as shown in the figure

b. To modify an existing record, select the Edit link that corresponds

with that record.

NMTEST SERVER!

ICSAM C&eA Web +Jser: Nadine Haddad  Log Out Tasks Custom Queries He'E
Home SSP Contents Assessments POAMs Reports My Account
ISSP: NOAASHS. Cornments
SS5P List General Info Types Locations Intedfaces MNarratives Appendices POCs Adifacts RTM Status Tools
Operation Locations
NO. g
Add Location Name Address
Edit b NOAA Satellite Operations Facility (NSOF) 4231 Suitland Rd a Delete
City: State: ZIP: Country:
Suitland WD 20746 us
Other Information:
Edit Headquarters 24 Main Street Delete
City: State: ZIP: Country:
Silvar Spring MD N3 us
Other Information:
HITEST SERVER!!
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Step 5. Make any necessary changes to information in the form.
Step 6. Exit with or without savings changes.

a. Select Cancel to exit without saving changes.

b. Select Update to exit and save changes.

CSAM C'&A Web r.lser: Nadine Haddad  LogOut  Tasks Custom Queries Hel
Home S5P Contents Assessments POAMs Reports My Account
ISSP: NOAAS560. C
S5 List General Info Types Locations Interfaces Marratives Appendices POCs Arifacts RTM Status Tools
Operation Locations
NOAA500
Add Location Name Address
NOAA Satellite Operations Facility (NSOF) 4231 Suitland Rd Delete
City: State: ZIP: Country:
Suitland MD 20746 us
Other Information:
Undate Cancel [Headauarters 24 Main Street Delete
City State: P Caountry
Silver Spring MWD 22123 us
Other Information
ITEST SERVER!!
If the record has been edited, saved changes will appear in the Operation
Locations list.
HNTEST SERVER!!
C'SAM C'&A Web Pser: Nadine Haddad  Lon Out  Tasks Custom Queries Help
Home S5P Contents Assessments POAMs Repaorts My Account

SEP: NOAASHS.
S5P List General Info Types Locations Intedaces Marratives Appendices POCs Artifacts RTM Status Tools

Comments

Operation Locations

NOAA500

Add Location Name Address

Edit NOAA Satellite Operations Facility (NSOF) 4231 Suitland Rd. Delete
City: State: ZIP: Country:
Suitland MD 20746 us
Other Information:

Edit Headquarters 24 Main Street Delete
City: State: ZIP: Country:
Silver Spring MD 22123 us

Other Information:

HNTEST SERVER!!!
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7.3.4 Interfaces

Follow the steps below to add an interface:

Step 1. Select the Add Interconnection link in the top left corner of the

screen.
INTEST SERVER!!
CS*L‘W C&A Web ser: Nading Haddad ~ Log Owt  Tasks Custorn Queries
Homa 35P Cantents Assessments POAMs Reaots My Account
582 NOALSH Comments

53P Lt General Info Types Locafions Itefaces Nansfives Anpendices POCs Afacts RTH Status Tools

Aystem bulercommections

NOARSOD

s Mentiedd
< Adi Intercomnection

ITEST SERVER!
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Step 2. Enter required information into the form.

Step 3. Enter or select the System Name for which an interconnection exists (selecting the system name
will automatically populate the remainder of the form).

Step 4. Verify or enter the Owner Org field.

Step 5. Verify or enter the Interface Type, Transfer Method, Transfer
Type, Classification, and Protection fields (if not known, choose
the option “Select” for these values).

Step 6. Exit with or without saving changes.

a. Select Cancel to exit without saving changes.

b. Select Insert to save changes and exit.

HITEST SERVER!!

CSAM C'&A Web +Jser: Nadine Haddad  LogOut  Tasks Custom Queries Hel
Home S5P Contents Assessments POANMs Reports My Account
IS8P: NOAAS0D.

Comments

58P List General Info Types Locations Interfaces Maratives Appendices POCs Arifacts RTM Status Tools

\Add Fnterconnection for Syster: NOAASH0
fon Systemn Name:
NOAANZ00

-Enter Mame in Bax Above or Selectfrom this list- j
Owner Org: DOCNOAADCIOMN et

[nterface Type: Select
(Transfer Method: Select

LelLe]

[Transfer Type: Select
Classification: Select

BN [N [

[Protection: Select

Dnsert Cancel

@

boa UTEST SERVER!!

Step 7. Ifanew record is added, it will appear in the System Interconnections list as shown
in the figure below.

a. Toremove the record, select Delete.

b. To modify an existing record, select the Edit link that corresponds
with that record.

18
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INTEST SERVER!!
CSAM C&A Teb ser:Nadine Hadad ~ Loq Ot Tasks Custor Queries m
Home 35P Cantents Assessments POAMs Reprs My Account
S8P: NOAASHR Comments

S3P List General Info Types Locations Interfaces Naraties Appendices POCs Arfacts RTM Status Tools

System Interconnections

NOAAS0D
Classify!
Add Interface System Interface Type ~ Owner Org Transfer Type/Method Protect Agreements  POCs
Edit NOAADZ00 Nane DOCMHDAA Select / Select SelectMone 0 Adthonizing POC Delele
HOCIONetwork
Operations Center (ther (0
IITEST SERVER!!

7.35 POCs

There are two options to add a POC. One option is to update a predefined
role-placeholder. Another is to add a new record.

7.35.1 Update a Role-Placeholder

Follow the steps below to update a predefined role-placeholder:

Step 1. Select the corresponding Edit link.

19
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INTEST SERVER!!
CSHM C(H Wf’b ser; Nading Haddad  Log Out - Tasks Custarm Queries m
Home S5P Contents Assessments POAMs Reparts My Accaurt
SSP: NOAASH Comments
5P List General Info Types Locations Iterfaces Memaiies Appendices POCs Arfacts RTH Status Taols
AddPOC
Position Name Tel Ory Streat
Authonzing Oficial
Email Fax
(G
Certfication Agenit
Email Fax
Eilt
Infortation Siystern Chner
Email Fax
Edt
Infatrration Syster Securty Manager
Email Fax
Edt
Infrmeation system Sacurty Oficer
Email Fax
Edt
Program Manager
Email Fax
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Step 2. Enter the contact’s Name, Phone Number, and Email address
into the form.
Step 3.  Exit with or without saving changes.
a. Select Cancel to exit without saving changes.
b. Select Update to exit and save changes.
ITEST SERVER!
CMM C&A W(’,b s Nadine addad Loy Ot Tsks Custom Queris M
Home S Coteds Assasaments UMM Repnts My Aecout

WEN

Comets

530 L General b Types Locaions bieices Nanales Apoendes POCs Adfets RTH St T

Cetfatn Ager
Emal

al

AP0
Pusiion Name Td (rg it
Pustin llime Td Oy St Addrss
Ll YT
Oiv
Ewal (Iy
vy Gemal com !
; |
Undae Stite Iy
i @ (omty

The authorizing offiial s the senior management ofital o executve with the authorty o approve the operaio ofhe infomatin system atan acceptable level of riskfo
a(ency operations incuding mision, funcions, image, orveputation,agency aset, o individuals (Mso now as: Desgnated Approving Acrediing Authoriy

Fax
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Saved changes will appear in the POC list as shown in the figure

below.

ITEST SERVER!
CS'W C(H Wf’b ser; Nading Haddad  Log Out ~ Tasks Custom Queries
Harne 5P Conlents Aszessments POAMs Reparts My Accaunt
S50 NOAA50
5o List General Info Types Locations Interfaces Nematives Appendices FOCs Afacts HTM Stalus Tools
Add POC
Position Name Tel
Autharizing Oficis Kimberly Gray 173456769
Email Fax
Edt kopau@email cam
Certfication Agent
Email Fax
Edt
Inforrmalian 3ystem Onr
Enmail Fax
Edt
Inormation System Securty Manager
Ennail Fax
Edt
Inforenafion 3ystem Securty Cffesr
Email Fax
Edt
Program banager
Email Fax

Org

Street
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Follow the steps below to add a POC record:

Effective Date: September 28, 2012
Expiration Date: Until Superseded

Step 1. Select the Add POC link in the top left corner of the screen.

ITEST SERVER!!

CSAMCeATD

sor:Nadine Haddad  Log Out  Tasks Custom Queriss

Harne 53F Contents Assessmants POAMs Repots My Accaunl

8P NOAATH

Comrnents

SaP Lst General I Types Locatons Interaces Namales Appendices POCs Afacts RTM Status Took

Paints of Contact
it Name Tel
Authanzng Oficia

Email Fax
Ed
Certficafion Apent

Email Fax
Edi
Inormnaton Sistern Chaner

Email Fax
Edi
Ifornation Sistem Securty anager

Email Fax
Edi
Ifornaton Sistem Securty Offcer

Email Fax
Edl
Progtam Manayr

Email Fax

Org

Strest
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Step 2. Enter the contact’s Name, Phone Number, and Email address into the
form.

Step 3.  Exit with or without saving changes.

a. Select Cancel to exit without saving changes.

b. Select Insert to exit and save changes.

INTEST SERVER!!
SAMCEA Meb ser:Nadine Haddad  Log Out ~ Tasks Custom Queris I
Horne 53 Gantents Assesaments POAM: Repors My Accaunt
SSP: NOAASH Canments

5P List Genaral Ifo Types Locafions Interfaces Nanratives Appendices POCs Adfacts RTM Status Tools

Position Title | Infomation Sistem Ovner j

Wane |BrendaWilliams Fruall |waHams@emaHmm
Alt

H 1234567390

e I Flione I

Organzation Division

Street |

Adirass

Gy | e [
Ip Comntry

®

hsert Canee]

ITEST SERVER!!
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If a new record is added, it will appear in the POC list as shown in the figure

below.
IITEST SERVER!!

(SAMC &4 e oMot Haldad - LonOut sk Cuson Qs hép
Horne 337 Contents Assessimerts POAM: Repots My Account
557 NOAASH Corments
5P List Ganeral o Types Locations faces Naraes Appendices POCs Arfacts RTM Staus Tods
At POC
Pasition Name Tel Org Street
Autharzing Oficial

Email Fax
Ei
Cetfcation Aggnt

Email Fax
B
Ifameation System Cimer

Email Fa
Bt
Ifaretion System Ciney Brenda Wilims 1457300

Email Fa
Edt biillama@emai. cam
Ifomnation System Securty Manager

Email Fa
Ei
Ifomnation System Securty Offcer

Email Fa
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To modify an existing record, follow the steps in section 7.3.5.1.

7.3.7 Status
Requirements for updating the Status screen are outlined in
Table 4 CSAM Security Status Update Guide of Appendix B.

Follow the steps below to update the Status screen:

Step 1. Select Edit in the top left corner of the Status screen to begin making
changes.

Limited Official Use

CSAM C&d Web ‘UserGenencAdm\msllalor LogOut Tasks
Home SSP Contents Assessments Reports Companent Department Maintenance
SSP: Sample Information System Comments
SSP List General DataTypes Locations Interfaces Narratives Appendices POCs Artifacts RTM Status Tools
5SP Status
CEHZ_Behesh Status: Initiated | Date Completed | NextDue Date | Expiration Date |  Artifacts
Annual Assessment Completed 5/30/2006 513072007 0
Certification & Accreditation IAW 80037 ATO 1130/2006 513012006 53002009 513012009 ]
Risk Assessment Completed 513012006 &3002007 &3002007 0
System Security Plan Completed 11302006 53012006 573002007 I
STRE Completed 413012006 413012007 0
ontingency Plan Tested 113012006 31252006 32502007 0
Contingency Plan Test 41012006 41002007
E-Authentication Not Applicable 0 0
Privacy Threshold Analysis Completed 11112006 !
Personally Identifiable Information Yes
Privacy Impact Assessment Completed 9/30/2006 0
System of Record Notice 1D: DHS-2006-0060 Completed 1112/2006 0
Configuration Management
Status: Canni:a[I%:itun: Completed: | Annual Review:

CM Plan NA ]

Incident Response

Stafus: Canni:;[I%:ilun: Completed: | Annual Review
IR Plan NA 0
Miscellaneous

System Categorization Date:2/8/2006 Integrated into Life-Cycle: Yes OCIO Review: 12/30/2006

Limited Official Use
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Step 2. Perform necessary updates (Requirements for updating the Status
screen are outlined Table 4 CSAM Security Status Update Guide in
Appendix B).

Step 3. Select an option from the drop-down list that corresponds with that
security activity to update the Status value of a security activity.

Step 4. Type in or select the date from the calendar drop-down that appears
to update the Initiated Date, Date Completed, Next Due Date, and
Expiration Date.

Note: If a date-field is left blank or a date is removed, CSAM
automatically assigns a value of “TBD.”

See the next section (7.3.7.1) for uploading artifacts.
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O

\W rrrmm
Upcate  Cancel ¢ Status: Initiated Date Completed Next Due Date Expiration Date
Annual Assessment g ] RIG v BRI ¥
Certfication & Accreditation |AW ST 8007 GO 61711 A v B v BEIE v
Risk Assessment [corplees ] S v RIS v
System Security Plan [corletes x| s v ARG v BEIG v
STSE |Comptet ] SADE v BN v
Contingency Plan \ [lstes 3] MG v WIS v L v
Contingency Plan Test EE I
E Authentcaton [ s W
Privacy Threshold Analysis [Comled | wor v
Personally Identfiable nformation: [fes !
Privacy Impact Assessment (Compeet ] R v
System of Record Notice D; v et At T80 v

figuration Management (CM)

Status: Target Completion: Completed: Annual Review:

CM Plan ] THD v W THD v

Incident Response (R)

Status: Target Completion; Completed Annual Review:

IR Plan s s THD v TED v ] v

Miscellaneous
System Categorization Date: ‘ B v ‘IntegratedintoLife-CycIe‘ |Yes o ‘ 0CIO Review: \ TIE v
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After making the necessary changes, select the Update link at the top left
corner of the form.

SSP Statns
w Status: Intiated Date Completed Next Due Date Expira
Annual Assessment Mo o) HEOE v BRIy v
Certfiaton § Accredtaton W 3T 87 W e v i I A
Risk Assessment o | BRI v BRIE v BB
System Securty Plan gt ] VIE v
STAE Lt VEIE M | fmms 8 |
Cartingeney Plan T ol Mg v BIaE ¥ TBD :
Cartingency Plan Test I I
E-Authenticaton Aglese o 1]
Privacy Threshald Analyss Corgeed ) W v
Parsonlly dentiabl fomaton s o
Privacy Impact Assessment gt | YR v
SptmoRecodlotiel [ [k W
Configuration Managiement (CH)

Status: Target Completion; Completed: Annual Review:

CH Plan sl mooy | ®m oy By
Incident Response (R)

Status: Target Completion; Completed Annual Review:

RPn s ] ooy | ®m oy | By
Miscellaneous

System Cateqorization Date: s v tegateditoLfelyck e o OCIO Review: T

29



NESDIS Quality Procedure [NQP] — 3407 Effective Date: September 28, 2012
Revision 2.1 Expiration Date: Until Superseded

7.3.7.1 Upload Artifacts

Please note that one must have the Artifact Uploader role to upload
FISMA Inventory artifacts. See the supplementary document
Getting Started with the Cyber Security Assessment and
Management (CSAM) Tool for a discussion of CSAM roles.

Step 1. Select the Artifacts link associated with security activity. For
example, to upload the latest version of the Contingency Plan
to this area, first select the associated Artifacts link (*a” in
the figure below).

» -
S3P Status
cil Refesn Status: Intated Date Completed | NextDuelate | Expiration Date | Artfacts
Anmual Assessment Completed LI LI 0
Certification & Accreditation (AW ATD k1AL kIR kIR 0
Risk Assessment Completed LI 40710 LY 0
System Securty Plan Corpleled Rl 008 0
STRE Cornleted L A I
@)
Confingency Plan Tested 1192005 1182008 1\
Confingency Plan Test ifahll paAll
EAuthentication Nt Apalcatle | I
Privacy Threshold Analysis ht Hatet !
Personally dentifiable Information i
Privacy Impact Assessment Nt Apalcatle I
System of Record Natice [0: NA Nt Apalcatle I
Miscellaneas Arffacts I
Configuration Management
Status: [ Tavoet Complefion: |~ Completed: | Annual Review:
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Step 2. Depending on the browser, either a new tab or window will
appear. In the new tab/window, select the Add Artifact link.

Step 3. In the file field that appears, select the Browse button. A

“File Upload” dialogue box will appear.

Step 4. Locate the artifact you would like to upload and select Open.

Step 5. Select the Upload link. The file will now be listed on the

current page.

Step 6. Close the tab/window.

UITEST SERVER!!
e tostatl @ Enviroumental Satellite Ground Systen: - Miscellaneons Artifacts On File
Add Artifact ! A 1| Bonse ]

There are no atifacts on fle for the selected tem

WTEST SERVER!

NOAAS083 - Guostatioweary Opesatiomal Environmantal Sudalite Growed System - Miscollesous Artifacts O File
Add Aiact File uyloaded!

Tobxce  Description Upload Date Uploaded by View
Bl LioAdobetd LA thaddad Ve Delets
[ITEST SERVER!!
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7.4 NESDIS CID Review

NESDIS CID will perform a quality review of FISMA Inventory data contained in
CSAM. The review will occur quarterly. A review schedule is contained in Table 2
below. The NESDIS CID will inform the SO via email of any FISMA inventory data
modifications that occur as a result of the review. If the NESDIS CID requests
changes, the SO, or authorized delegate, will have three business days to perform the
necessary updates and notify the NESDIS CID via email at
nesdis.hg.secteam@noaa.gov of completion. The NESDIS CID will perform a follow-
up review and request changes if necessary.

Table 2 NESDIS CID FISMA Inventory Review Schedule

1 November
2 February
3 May

4 August
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Table 3 CSAM FISMA Inventory Data Requirements

SSP Name

This is the name of your system. The
name should be in the format FISMA
ID + System Name. Example:
NOAAS50XX is the FISMA ID, and
Data Communications is the name =
“NOAA50XX — Data
Communications”.

Required

General

Alternate ID

Insert only the number portion of
your FISAM ID into this field. Using
the example above, we’d insert
‘50XX’. Please use 4 digits for the
ID. (ex: 5001, 5300, 5303, 5311).

Required

General

Address for
“Responsible
Organization”

Please populate the “Address”,
“City”, “State”, “Zip Code”, and
“Country” fields. The organization
responsible for the system should be
used. This may not necessarily be the
location where the actual system
resides.

Required

General

System
Mission/Purpose

Executive level description of your
system’s purpose. Narrative must be
kept between 75 and 150 words.
Minimize technical jargon. Imagine
the DOC CIO using this narrative to
gain an understanding of your
system’s role within DOC.

Required

General

System Type

Choices are “General Support
System” or “Major Application.”

Required

General

Operational Status

Choices are “Development”,
“Implementation”, “Operational”” and
“Retired”.

Required

General

Financial System

Choices are “Non-Financial”,
“Financial”, or “Financial Mixed”.

Required

General

Contractor System

Box checked for “Yes” and
Unchecked for “No”.

Required

General

UPI Code

This is the OMB-300/53 exhibit code
which can be obtained from your

Required

33




NESDIS Quality Procedure [NQP] — 3407

Revision 2.1

Effective Date: September 28, 2012

Expiration Date: Until Superseded

eCpic representative if needed.

General

Investment Name

This is the Investment name from the
system’s OMB-300/53 entry, which
can be obtained from your eCpic
representative if needed.

Required

Info
Types

Information
Type(s)

Should match those identified in the
documented FIPS 199 categorization.
Justification must be provided for
deviating from the recommended
impact levels.

Required only if
available.

Info
Types

Classification

Choices:

-Unclassified

-SBU = Sensitive-but-unclassified
non-national security (private data,
Sensitive/Limited Official Use
-Confidential

-Secret

-Top Secret

-SCI = Sensitive Compartmented
Information

Required only if
available.

Locations

Location Name

Name of the system’s physical
location.

Required only if
available.

Locations

Address

The system’s physical location
including building and room number,
city, state, zip code, and country.

Required only if
available.

Interfaces

Interface System

The system identification number or
name (if the system is not a DOC
system) of the interconnected system
— for example, a DOC system is
identified by the system ID assigned
by the owning operating unit’s CIO;
an external system may have a
specific name such as the Civil
Applicant System; or general
connections to the Internet would
have no specific name but would state
“Internet.”

Required only if
available.

Interfaces

Owner Org

The name of the entity/organization to
which your system is connected — for
example, Department of Justice
(DOJ), National Finance Center
(NFC), DOC/National Oceanic and

Required only if
available.
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Atmospheric Administration
(DOC/NOAA), or the Internet Service
Provider business partner. Spell out
all acronyms. For DOC operating
units, be as specific as possible and
include the line or program office title
if known.

Table 4 CSAM Security Status
Update Guide in Appendix B.

Interfaces | Agreements Upload agreements for connections Required only if
external to the organization only. available.
POCs Name A POC record should be in-place for | Required only if
the AO, SO and ISSO of the system. | available.
Name, Email and Telephone number
at minimum should be defined for
each role.
Status All fields See The Next Due Date”

field for Certification
& Accreditation is
required and all other
information is
required only if
available.
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Appendix B

The following table outlines the update schedule for each security activity listed in the CSAM Status screen. Some fields must be updated
at the start of a security activity, at completion, or when the due date has expired. If an item must be updated based on the status of
another security activity, identify that relationship in bold text. In addition, the structure of the table aligns visually with the placement of

the fields in the CSAM Status screen.

Table 4 CSAM Security Status Update Guide

A start 'V Finish < Expiration

WV Update upon
Update*: completion of
A at the start of the annual ¥V Update annual
Options: assessment. upon_ assessment. ) v Upload
Annual -(None) WV upon completion of the annual cgfn;pgﬁﬂg;w N;)](t due date is annual )
-Not Applicable assessment. e one year assessmen
Assessment/ “Not Started No update assessment, | anniversary of | NOupdate report, all
Cont_inupus -In Progress <«if annual assessment completion required. also update annual required. associated
Monitoring _Completed is overdue and expiration date has ST&E Date assessment artifacts and
-Expired been reached. Completed | completion date. any supporting
with this Also update documentation.
*Also update ST&E Status with this date. ST&E Next
status. Due Date with
this date.
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V Update upon
V update P P
upon receipt of the
receipt of signed ATO
: letter. The
the signed .
ATO letter signed ATO
_ Use the | letter will ¥ Update
Options: Update: date of the specify the upon receipt ¥V Upload the
-Not Started A at the start of A&A effort. : accreditation | of the signed signed
-In Progress . . signed ATO duration ATO letter accreditation
Assessment & JATO ¥V upon receipt of signed A Update at letter Also ' o s
Authorization ot . Also update the The signed decision letter
-ATO accreditation decision letter. the start of A&A | update the . .
(A&A) - . L L ffort followin following-with ATO letter (Letter may
-Expired «if accreditation completion is efrort. it h'g the 1 year will specify | specify ATO,
-Not Applicable overdue and expiration date has Wgat;_'s anniversary of the IATO, or
-None been reached. - A&A accreditation DATO).
ST&E Date —_— -
Completion: duration.
Comp'etﬁd' ST&E Next
Annua
Assessment DXﬁn?Jztf '
Corlr?&fted Assessment
" | Next Due Date.
V Update
upon
¥ Update upon | ComPletion
Options: completion of of risk
) Update: V Update comp assessment. V Upload
Risk Not Started _ risk assessment. P
-In Progress A at start of Risk Assessment effort. No update upon Next due date is Next due final risk
Assessment -Completed v letion of risk required. completion the one vear date isthe | assessment and
(RA) -Expired upon completion of ris of risk oney oneyear | any supporting
Xpired assessment. anniversary of - q .
-Not Applicable assessment. risk assessment annlfve_rskary ocumentation.
completion date. orrs
assessment
completion
date.
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V Update upon
ions: Update: receipt of signed
Options: p g v Upload
System -Not Started A at the start SSP of development/ A updateat | VUpdate | ssp. ‘Next due y signed SSP and
Security Plan | -In Progress update effort. the start of SSP upon date is the one | NO Update any supporting
(SSP) -Completed v ipt of signed SSP development/ | receipt of year required. documentation
-Not Applicable tpon receipt ot signe : update effort. | signed SSP. | anniversary of '
signed/approved
SSP.
V Update
upon
completion
Update*: of STRE \ 4 Update upon
Options: A controls completion of
_ Not Started at start of ST&E effort. : ST&E controls V Upload
Security Test . testing. . )
_ -In Progress ¥ upon completion of controls : Also testing. : final ST&E
& Evaluation -Completed testing Not required Also update Not required Report and any
(ST&E) ompiete ' update ;
-Expired Annual Annual supporting
-Not Applicable *Also update Annual Assessment Assessment Assessment documentation.
Status with this status. Date Next Due Date
with this date.
Completed
with this
date.
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Update:
Options: A at start of CP development/
-Not Started update effort. v thdafte _UPOZ
- . - receipt of signe
_ _QOFJS%‘ZZS WV upon receipt of signed CP. AuUpdateat | W Update | CP. Next due ¥ Upload
Contingency Tested V' upon completion of CP test. start of CP upon date isthe one | Not required signed CP a_md
Plan (CP) -Expired (Plan) «if CP completion is overdue and development/ rece'é’tcog _year zny suppto?lng
-Expired (Test) expiration date has been reached. update effort. | signed CP. s%nnnelt\jllearsgg\?efd ocumentation.
:EIX',?":d E?Og:) <« if CP test completion is overdue CP.
ot Applicable and expiration date has been
reached.
Contingency No status field is provided for the CP Test. However, the Not required W Undate upon  Not required
Plan (CP) Test status of the CP test must be recorded in the status field q Vulégcrj]ate come))Ietion %f q c; t%rggr?gy
associated with the Contingency Plan (above). completion contingency plan test
of test. Next due results and any
contingency  date is the one supporting
test. year documentation.
anniversary of
contingency
plan test
completion date.
Update:
E- Options: A at the start of the ERA effort.
Authentication | -Not Applicable v etion of ERA A Update at ¥ Update W Update upon ¥ Upload
Risk -Not Started upon completion o ' the start of ERA upon. completion of | Not required ERA and
Assessment -In Progress <«if ERA completion is overdue effort. completion ERA. supporting
(ERA) -Completed and expiration date has been of ERA. documentation.
reached.
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Update:
Privacy Options: A at the start of the PTA effort. V Update y Upload
Threshold -Not Started \ 4 upon receipt of signed PTA. ) upon ) . signed PTA
Analysis -In Progress Not required receipt of Not required Not required and any
(PTA) -Completed Also, PII Status, SORN Status and signed supporting
PIA Status depend on results of the PTA. documentation.
PTA (See PI1, PIA and SORN).
Options:
Personally -No
:2?2::2:83 —\F('(;s !P'FI)'ZA: Update based on results Not required recl]\ijci):e d Not required Not required | Not required
- 0 .
(P -Legacy
-National Security
Update:
V based on results of PTA If PII 2 Vi
_ dAoesi_noL ?X’I’St PIA Status is ’Not applicable, applicable,
Privacy Options: ppiicable™. update upload signed
Impact -Not Applicable A at the start of the PIA effort (if _ upon _ _ PIA containing
Assessment -Not Started applicable). Not required. completion Not required Not required the internet
(P1A) “In Progress V' upon completion of PIA (if of PIA. If link to the PIA
-Completed : not and any
applicable). ! _
applicable, supporting
Also, SORN Status depends on leave blank. documentation.
results of the PIA (See SORN).
Update: Vi Vi
Options: V based on results of PTA. I’f’ PII applicable, applicable,
System of -Not Applicable ioeslizgélee)f'ft SORN Status is "Not update upload text file
Record Notice | -Not Started PP Not required upon Not required | Not required | Containing the
(SORN) -In Progress ¥V based on results of PIA. SORN completion internet link to
-Completed may or may not be require. If SORN of SORN. SORN and any
is not required, SORN Status is ”’Not If_not supporting
Applicable.” applicable documentation.
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leave blank.
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Appendix C

The following table identifies the relationship between security related activities and the OMB
Exhibit 300 process. It also includes references for locating security related information
necessary for that process.

Table 5 Reference for OMB Exhibit 300s - Securiti and Privaci Tables

New or Planned
System

Security and Privacy/
Security: Planned
Systems

Agency/ or Contractor
Operated System?

CSAM Location: General
Screen/System
Attributes/Contractor System
(Checked means "Yes",
Unchecked means "No").

Planned Operational Date

Date of Planned A&A Update
(for existing mixed life cycle
systems) or Planned
Completion Date (for new
systems).

CSAM Location: Status
Screen/Certification &
Accreditation IAW/Next Due
Date.

FIPS 199 Assessment

Security and Privacy/
Security: Operational
Systems

NIST FIPS 199 Risk Impact
Level.

CSAM Location: General
Screen/System
Attributes/System Category.

What standards were used for
Security Controls tests?

FIPS 200/NIST 800-53

Date completed Security

This is either the ST&E or

Systems

Security Test and h
Evaluation (ST&E) _ ) Control Testing. Annual Assessment date
OR Secur.|ty and Prl\{acy/ recorded in CSAM,
Annual Security: Operational whichever occurred is more
Assessment/Continuous Systems recently. CSAM Location:
Monitoring Status Screen/ST&E/Date
Completed and Status
Screen/Annual
Assessment/Date Completed.
Has C&A been completed, Yes
. . using NIST 800-37?
Security and Privacy/ g -
ATO Security: Operational Date Completed C&A. CSAM Location: Status

Screen/Certification &
Accreditation IAW/Date
Completed.

Contingency Plan Test

Security and Privacy/
Security: Operational
Systems

Date contingency plan tested.

CSAM Location: Status
Screen/Contingency Plan
Test/Date Completed.

Privacy threshold

Security and Privacy/

Is this a new system?
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analysis (PTA) and the Privacy: Planned & | Isthere at least one Privacy CSAM Location: Status
following if they apply: | Operational Systems | Impact Assessment (PIA) that | Screen/Personally

Privacy Impact covers this system? Identifiable
Assessment (PIA) & Information/Status & Date
System of Records. Completed (if applicable).
Notice (SORN) Internet link or explanation If applicable, link may be

found at the following CSAM
location: Status
Screen/Personally Identifiable
Information/Acrtifacts.

If PI1A is required but not
completed then state "The
Draft PIA is under review at
DOC."

If no PIA is required then
state "This system does not
contain or process PII".

Is a System of Records Notice | CSAM: Status

(SORN) required for this Screen/System of Record

system? Notice/Status & Date
Completed (if applicable).

Internet link or explanation If applicable, link may be

found at the following CSAM
location: Status
Screen/System of Record
Notice/Artifacts.

If SORN is required but not
completed state that "SORN
currently under review."

If no SORN is required and
no PIl is on the system then
state "No because there is no
P11 and the system is not a
Privacy Act system of
records.”

If no SORN is required but
P11 exists on the system then
state "No because the system
is not a Privacy Act system of
records.”
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